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Where We've Been and Where We're Going...

@ Last Week

» fairness and racial justice
@ This Week

» interpretability

» computing topic of choice!

o Next Week
» machine learning in practice and policy
@ Long Run
» target tasks — data sources — guiding values
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° Interpretability

© Interpretability vs. Explainability
© Interpretable Algorithmic Forensics
@ Open vs. Closed LLMs

© Preview: (Ir)reproducible machine learning
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@ Interpretability

Stewart (Princeton) Week 12: Interpretability



Three Broad Categories of Values

e Privacy

what information is exposed?
o Fairness

are gains and costs distributed equitably?
o Interpretability

do we know what the machine algorithm is

doing?
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What variables predict the ideology of Estonians’
vote choice?

Slide Credit: Zenobia Chan
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CART (Classification And Regression Trees)

14
100%

Ideology <1 {no}

1.9
80%

Feelings Towards Hong Kong >= -28 Trustin TV>=6
-0.68 1.2
18% 19%
Internal Political Efficacy < 1 Ideology < 2

-0.97 0.57 0.82 2.1
15% 3% 14% 61%

Slide Credit: Zenobia Chan
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From Trees to Forests
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Random Forest = Trees + Bagging + Randomizing Variables

Slide Credit: Zenobia Chan
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From Trees to Boosted Trees

Initialize Y° =
Y= Y04 Ax
Y2 =Y!4Ax
Y3 = Y24 Ax .
Y4 = Y34 Ax
Y5 = Y4+ Ax

Stewart (Princeton)

Y: X a small number
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— Y5+ \x
= Y6 4+ Ax
— Y7 4 Ax

= Y8+ Ax

Slide Credit: Zenobia Chan
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MSE Goes Down...

Performance Comparison
Dataset: Foster and Chan 2019; Outcome: Ideology of Vote Choice

1.3
1.2 \
g model
14 — boosting
om 11 — randomForest
o]
o] — tree
1.0
0.94

5 10 15 20
number of steps

...but so does interpretability!

Slide Credit: Zenobia Chan
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Why do we need interpretability?
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Why do we need interpretability?

© Legal requirements

General
Data
Protection
Regulation
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Why do we need interpretability?

© Legal requirements
@ Build trust for human decision makers
© Anticipate behavior in new situations

@ Help to monitor for other value problems: safety, ethics, privacy
etc.
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Why do we need interpretability?

© Legal requirements
@ Build trust for human decision makers
© Anticipate behavior in new situations

@ Help to monitor for other value problems: safety, ethics, privacy
etc.

~> Incompleteness in the problem formalization

Slide Credit: Zenobia Chan
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Interpretability can assist in qualitatively
ascertaining other important desiderata of ML

systems
Fairness, privacy, reliability, robustness, causality, usability, trust...
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Interpretability can assist in qualitatively
ascertaining other important desiderata of ML

systems
Fairness, privacy, reliability, robustness, causality, usability, trust...

Use cases
@ Scientific understanding

Q Safety
© Ethics

© Mismatched objectives

© Multi-objective trade-offs

v

Slide Credit: Zenobia Chan
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How should we evaluate interpretability?
(Doshi-Velez and Kim 2017)

Real
Human

Involved

more . .
Whether it results in better
Application-grounded identification of errors, new Yes Yes Real
- facts, or less discrimination
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Slide Credit: Zenobia Chan
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How should we evaluate interpretability?
(Doshi-Velez and Kim 2017)

Real
Human

Involved

more

Whether it results in better
Application-grounded identification of errors, new Yes Yes Real
facts, or less discrimination

Whether humans and models

WS yield similar results

No Yes Simple

specific and costly

Whether the models are
known to be interpretable

Functionality-grounded

No No Proxy

less

Slide Credit: Zenobia Chan
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nature, =~ .
machine intelligence

PERSPECTIVE

https://doi.org/10.1038/542256-019-0048-x

Stop explaining black box machine learning
models for high stakes decisions and use
interpretable models instead

Cynthia Rudin

Black box machine learning models are currently being used for high-stakes decision making throughout society, ing prob-
lems in healthcare, criminal justice and other domains. Some people hope that creating methods for explaining these black box
models will alleviate some of the problems, but trying to explain black box models, rather than creating models that are inter-
pretable in the first place, is likely to perpetuate bad practice and can potentially cause great harm to society. The way forward
is to design models that are inherently interpretable. This Perspective clarifies the chasm between explaining black boxes and
using inherently interpretable models, outlines several key reasons why explainable black boxes should be avoided in high-
stakes decisi identifies chall to interpretable machine learning, and provides | PP licati where
interpretable models could potentially replace black box models in criminal justice, healthcare and computer vision.
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Definitions

Black-box model: a function that is too complicated for human
comprehension; and/or proprietary
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Definitions

Black-box model: a function that is too complicated for human
comprehension; and/or proprietary

Interpretability
@ Domain-specific notion = No all-purpose definition
@ Common characteristics of interpretable models:

@ Constrained in model form s.t. it is useful
@ Obeys structural knowledge of the domain
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Definitions

Black-box model: a function that is too complicated for human
comprehension; and/or proprietary

Interpretability

@ Domain-specific notion = No all-purpose definition
@ Common characteristics of interpretable models:

@ Constrained in model form s.t. it is useful
@ Obeys structural knowledge of the domain

Explainability
@ Understanding how a model works

@ NOT understanding how the world works

Slide Credit: Zenobia Chan
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Key Issues with Explainable ML
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Key Issues with Explainable ML

@ There's no necessary trade-off between accuracy

Stewart (Princeton) Week 12: Interpretability April 14-16, 2025 17 /33



Key Issues with Explainable ML

@ There's no necessary trade-off between accuracy

© Explanations from explainable ML models are not faithful to
what the original model computes

Stewart (Princeton) Week 12: Interpretability April 14-16, 2025

17/33



Key Issues with Explainable ML
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© Explanations are sometimes not sensible and lack details for
understanding the black box
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Key Issues with Explainable ML

@ There's no necessary trade-off between accuracy

@ Explanations from explainable ML models are not faithful to
what the original model computes

© Explanations are sometimes not sensible and lack details for
understanding the black box

@ Black-box models make it difficult to combine with information
additional to what is in the dataset
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Key Issues with Explainable ML

@ There's no necessary trade-off between accuracy

@ Explanations from explainable ML models are not faithful to
what the original model computes

© Explanations are sometimes not sensible and lack details for
understanding the black box

@ Black-box models make it difficult to combine with information
additional to what is in the dataset

© Black-box models are prone to errors in training data

Slide Credit: Zenobia Chan
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Key Issues with Interpretable ML

© Black-box models allow firms to profit
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Key Issues with Interpretable ML

© Black-box models allow firms to profit
@ Interpretable models create opportunities for gaming the system

© Interpretable models can be difficult and costly to create

» High-stake decisions:
Costs of analysts + computation < Costs of wrong decision
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Key Issues with Interpretable ML

© Black-box models allow firms to profit
@ Interpretable models create opportunities for gaming the system

© Interpretable models can be difficult and costly to create
» High-stake decisions:
Costs of analysts + computation < Costs of wrong decision

© Black-box models seem to uncover “hidden patterns”

Slide Credit: Zenobia Chan
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We Need Transparency in Algorithms,
But Too Much Can Backfire

by Kartik Hosanagar and Vivian Jair

July 23,2018 UPDATED July 25, 2018
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A student revolt...
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Too much transparency can indeed backfire

Enter Kizilcec (2016)

Low

y Medium Transparency High Transparency

Trust [0-6]
w
L

24

i e
-3 0 3 6 9 12 -3 0 3 6 9
Self Grade — Peer Grade

o 1
12 -3 0 3 6 9 12

Figure 2. Trust examined as a function of the difference in expected (self) grade and received (peer) grade in each randomly i d p:
condition. Points are jittered for presentation; OLS regression lines with 95% confidence bounds.
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Introduction to Interpretable Al in Forensics

@ Topic: Importance of interpretable Al in criminal justice.
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Introduction to Interpretable Al in Forensics

@ Topic: Importance of interpretable Al in criminal justice.

@ Context: Increasing use of black box Al which lacks
transparency.
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Introduction to Interpretable Al in Forensics

@ Topic: Importance of interpretable Al in criminal justice.

@ Context: Increasing use of black box Al which lacks
transparency.

@ Issue: Such approaches can obscure forensic evidence and violate
constitutional rights.
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Problems with Black Box Al

@ Definition: Black box Al are systems whose workings are not
understandable.
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Problems with Black Box Al

@ Definition: Black box Al are systems whose workings are not
understandable.

@ Examples: DNA mixture interpretation, facial recognition, risk
assessments.
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Problems with Black Box Al

@ Definition: Black box Al are systems whose workings are not
understandable.

@ Examples: DNA mixture interpretation, facial recognition, risk
assessments.

@ Consequences: Risks to public safety and legal rights due to
non-transparency.
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Advantages of Glass Box Al

@ Definition: Glass box Al is designed to be transparent and
interpretable.
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Advantages of Glass Box Al

@ Definition: Glass box Al is designed to be transparent and
interpretable.

@ Research Findings: Shows higher accuracy than black box Al.
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Advantages of Glass Box Al

@ Definition: Glass box Al is designed to be transparent and
interpretable.

@ Research Findings: Shows higher accuracy than black box Al.

@ Implications: Supports due process and safeguards defendant’s
rights.
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Key Premise

The Black Box Performance Myth
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Legislative and Judicial Response

@ Current Trends: Absence of required transparency in Al use in
courts.

Stewart (Princeton) Week 12: Interpretability April 14-16, 2025 29/33



Legislative and Judicial Response

@ Current Trends: Absence of required transparency in Al use in
courts.

@ Proposed Changes: Legislation to mandate interpretable Al in
investigations.
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Legislative and Judicial Response

@ Current Trends: Absence of required transparency in Al use in
courts.

@ Proposed Changes: Legislation to mandate interpretable Al in
investigations.

@ Judicial Rulings: Enforcing rights to interpretable forensic Al.
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Case Studies and Legal Implications

@ Case Studies: Instances where black box Al was legally
challenged.
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@ Case Studies: Instances where black box Al was legally
challenged.

@ Legal Considerations: Need for scrutinizable Al systems.
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Case Studies and Legal Implications

@ Case Studies: Instances where black box Al was legally
challenged.

@ Legal Considerations: Need for scrutinizable Al systems.

@ Future Outlook: Potential for action to promote interpretable Al
in forensics.

Stewart (Princeton) Week 12: Interpretability April 14-16, 2025 30/33



Conclusion

@ Summary: Importance of shifting from black box to glass box Al
in justice.
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Conclusion

@ Summary: Importance of shifting from black box to glass box Al
in justice.
@ Call to Action: Advocacy for policies that prioritize transparency.

@ Goal: Ensuring Al aligns with constitutional protections and
public safety.
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Field Paper

Medicine Bovwmeester ef al, {2012)
Neuraimaging Whelan & Guaravan (2014}
Autism Diagnostics Bone eLal. (2005)
Bioinlurmalics Dlugros & Lusu (201 5)
Nutrition Research  Ivanescu et al. (2016)

Software Eng, Tactal, (2018)
‘Txicalagy Alves et al. (2019)
Sutellite Tmaging Naulepa el al. (201 %)
Tractography Poulin el al. (2019)
Clinical Epidem. Christodoulon et al, (2019)
Brai 7 Int,  Nakanishi et al. (2020}
Histopathalogy Oner et al, (2020)
Meurapsychialry Poldruck L al. (2020}
Medivine Wandewiele el al. (20217
Radiology Roberts et al. (2021)

I'T" Operations Lyuetal, (2021}
Medicine Filha et al, {20213
Meurapsychialry Shim etal. (20213
Genomics Barnett et al. (2022

Computer Security  Arp et al. (2022)
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Tabde 1, Survey of 20 papers that identily picalls in the advption of ML methods across 17 Delds, collectively alfecting 329 papers. In
wach feld, papers adopliog ML methods suiler fom data leakage, The column headings for types of data leabage, shown in bold, are
Tiased on our tascnomy of dala leakage, We also highlight otler issues thal are reported in the papers, ncluding issues with computational
reproducibility (e availability of code, data, amd computing environment to reproduce the exact resulis ceponed in the paper), data
quality {for cxample, small size or large amounts of missing data}, meeric choice {using incomeet merrics for the task at hand, tor sxample,
using accuracy for measuring mada] performance in the presence of heavy class imhalanes), and standard dataset use, whers issues are

tound despite the use of standard datasets in & ficld.
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CIFAR-10 ImageNet

MNew test accuracy (%)

MNew test accuracy (top-1, %)

9 &0 70 BO
Original test accuracy (%) Original test accuracy (top-1, %)
—=—- ldeal reproducibility @ Model accuracy  —— Linear fit
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This Week in Review

@ Interpretability
Next Week: Machine Learning in Practice and Policy

@ Sayash Kapoor and Arvind Narayanan. 2023. “Leakage and
the reproducibility crisis in machine-learning-based science”
Patterns

@ Johnson and Zhang. 2022. “What is the Bureaucratic
Counterfactual? Categorical versus Algorithmic Prioritization
in U.S. Social Policy” FAccT '22.

e Wang, Kapoor, Barocas, and Narayanan. 2024. “Against
Predictive Optimization: On the Legitimacy of
Decision-Making Algorithms that Optimize Predictive
Accuracy” ACM Journal of Responsible Computing
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